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Abstract

This paper presents a mathematical framework for modeling the resilience and fault propagation in cloud-native microservices architectures
by leveraging principles from the Finite Element Method (FEM) and Chaos Engineering. The approach enables systemic analysis of
microservices through graph theory, matrix mechanics, and dynamic system modeling, supporting chaos experiments, performance stress

testing, and recovery assessment.

Keywords: Finite Element, Chaos Engineering, Framework, Modeling, Microservices

1. Introduction

Cloud-native microservices architectures are increasingly
complex and distributed. Understanding how faults
propagate through service dependencies is essential for
improving reliability and resilience. Inspired by FEM and
Chaos Engineering, we introduce a formalism to quantify
system behavior under stress.

2. System Representation
We represent the microservice system as a directed graph:

G=(V,E)

Where:

= V= {vi, V..., Vo} are microservices

= E = {e;} are directed edges representing dependencies
from v; to v;

3. Fault Load Vector
The load vector represents external or injected stress (e.g.,
traffic or faults):

F= [Fl, Fz,..., Fn]T

Where F; is the load or fault magnitude on microservice vi.
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4. Stiffness / Dependency Matrix
We define a weighted adjacency matrix K:

K=}

wi;, if there is a dependency from v; to v;
0, otherwise

Where wj; denotes the strength of dependency (e.g., call
volume, latency sensitivity).

5. System Response Vector
Let the system state vector be:
u = [u, Ua,..., Up]"

Where u; represents the deviation from nominal behavior of
microservice vi.

Then: Ku=F
Solving: u=K'F

6. Time-Dependent Behaviour and Recovery
We extend the model to include transient dynamics:

M ii(t) + C a(t) + K u(t) = F(t)
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Where,

=  M: Inertia matrix (resistance to change, e.g., internal
state, caches)

=  C: Damping matrix (recovery, rate of error correction)

= F(t): Time-varying fault injection

7. Resilience Metric
We define resilience R as:
R=1-{full /¥l

Where ||| denotes a vector norm (e.g., Euclidean norm).

= R — 1 implies high resilience (minimal effect despite
high load)

= R — 0 implies poor resilience

8. Operational Constraints
To ensure service compliance and prevent system failure:

Ui(t) < Umax V1 € [1, 1]

Where umax is the maximum tolerable deviation (e.g., latency
SLA, error budget).

9. Applications and Use Cases

= Design of chaos engineering experiments with
controllable F(t)

= Identifying bottlenecks and high-stress components via
peaks in u;

= SLA violation prediction based on u(t) and real-time
observability

10. Conclusion

By adapting FEM-style modeling to microservice systems,
we provide a mathematically rigorous framework to analyze
how faults propagate and how systems recover. This
formalism supports proactive resilience engineering,
observability-driven fault injection, and architecture stress
simulation.
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